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ABSTRACT

A new technique for watermarking of MPEG compressed video
streams is proposed. The watermarking scheme operates directly
in the domain of MPEG program streams. Perceptual models are
used during the embedding process in order to preserve the video
quality. The watermark is embedded in the compressed domain
and is detected without the use of the original video sequence. Ex-
perimental evaluation demonstrates that the proposed scheme is
able to withstand a variety of attacks. The resulting watermarking
system is fast and reliable, and is suitable for copyright protection
and real-time content authentication applications,

1. INTRODUCTION

In parallel with the development and the introduction of Digital
Versatile Disc (DVD) as the ultimate medium for the digital stor-
age and distribution of audiovisual content, the MPEG-2 standard
was established as the coding scheme for such content. These
developments made the large-scale distribution and replication of
multimedia very easy but at the same time also to a large extent
uncontrollable. In order to protect multimedia content from unau-
thorized trading, many digital watermarking techniques have been
introduced. However, few of them deal with the very important
issue of compressed domain watermarking for video [1, 2].

In most watermarking systems the watermark is required to
be imperceptible and robust against attacks such as compression,
cropping, filtering, etc [3). Apart from the above, video water-
marking systems have additional requirements, such as fast em-
bedding and detection, blind detection and file size preservation
after the watermark is embedded.

In this paper, a novel compressed domain watermarking scheme
is presented which is suitable for MPEG multiplexed streams (video
and audio). Embedding and detection are performed without fully
de-multiplexing the video stream. During the embedding process,
the data that are going to be watermarked are extracted from the
stream. After perceptual analysis and block classification is per-
formed, the data are watermarked and placed back into the stream.
This approach leads to a fast implementation which is necessary
for real-time applications and also when a large number of video-
sequences have to be watermarked, as is the case in video libraries.
The detection is so fast that it can be incorporated to real-time con-
tent authentication systems. The resulting watermarked video se-
quences are shown to withstand transcoding, as well as cropping
and filtering,
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2. PERCEPTUAL WATERMARKING IN THE
COMPRESSED DOMAIN

2.1. Perceptual embedding

The proposed watermark embedding scheme (see Fig. 1) alters
only the quantized AC coefficients X {m, n) of luminance blocks
(where m, n are indices indicating the position of the current co-
efficient in an 8 x 8 DCT block) that belong in intra frames. In
order to make the watermark as imperceptible as possible, a novel
method is employed, combining perceptual analysis [3, 4] and
block classification techniques {5, 6]. These are applied in the
DCT domain in order to adaptively select which coefficients are
best for watermarking. The watermark coefficients W (m, n) are
the values of a pseudo-random sequence of £1 that is created as in
[71. The product of W (m, n) with the corresponding parameters
of the quantized embedding mask Mg (m,n) and the classifica-
tion mask C{m, r) (which result from the perceptual analysis and
the block classification process respectively), is added to each se-
lected quantized coefficient. The resulting watermarked quantized
coefficient Xy (m, n) is given by:

Xg(m,n) = Xg(m,n) + C{m, n)Mg(m,n)W(m,n) (1)
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Fig. 1. Watermark embedding scheme.

Initially, each discrete cosine transformed (DCT) luminance
block is classified with respect to its energy distribution to one of
five possible classes: low activity, diagonal edge. horizontal edge,
vertical edge and textured block. The calculations of the energy
distribution and the block classification are performed as in [6].

This procedure returns the class of the examined block. The
binary mask values C(m,n) corresponding to each class indi-
cate the best coefficients to be altered (with an additive watermark
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whose strength is estimated by the perceptual analysis described
in the sequel) without reducing the visual quality

C(m,n) = { (IJ

where m,n € [0,7]. For all block classes apart from the low
activity class, the binary mask C is one of those depicted in Fig, 2.

In the case of low activity blocks the binary mask contains “ones”
for all AC coefficients,
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Fig. 2. Block classification masks

The perceptual model that will be used is a novel adaptation
of the perceptual mode! proposed by Watson {4]. Specifically, a
measure T" (m, n) is introduced which determines the maximum
Tust Noticeable Difference (IND) for each DCT coefficient of a
block and then this mode] is adapted in order to be applicable to
the domain of guantized DCT coefficients.

For 1/16 pixels/degree of visual angle and 48.7 cm viewing
distance, the luminance masking and the contrast masking proper-
ties of the Human Visual System (HVS) for each coefficient of a
discrete cosine transformed block are estimated as in [4]. Specif-
ically, two matrices, T (luminance masking) and T (contrast
masking) are calculated. Each one of the values T" (m, n) is com-
pared with the absolute value of each DCT coeffictent | X (m, r)|.
In this manner, they are used as thresholds in order to decide which
coefficients to watermark. The values T" (i, n) determine the
embedding strength of the watermark. The embedding mask M
contains the values T"'{m,n) for the coefficients that exceed the
T’ (m, r) thresholds and zeroes for the remaining coefficients

immy = { TG Xl T

s otherwise
In order to achieve efficient perceptual embedding in the quan-
tized domain, the guantized values Mg (m,n) of the perceptual
mask values M (m, n) are used as the embedding strength of the
watermark, as explained in the ensuing Section 2.2.

2.2. Quantized domain embedding

Following the perceptual analysis described above, two options ex-
ist for the watermark embedding. The watermark will be added
either to the DCT coefficients, or to the guantized DCT coeffi-
cients. We shall first examine in detail the case where the water-
mark coefficient W (m,n) is embedded in the DCT coefficients
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X (m, n), before quantization is applied; then the watermark em-
bedding equaticn is given by:

X'(m,n) = X{m,n) + C(m,)M{m,n)W(m,n) (2

Then, the MPEG coding algorithm quantizes the watermarked DCT
coefficients X’ (m, n) using the quant function

8z(m,n) )
q&Q (m1 n)

where @@ (m, n) denotes the (m,n) element of the quantization
matrix used by MPEG [8] and g, is the quantizer scale parameter
(ranging from | to 31) that is selected by the MPEG encoding algo-
rithm during the rate-contrel process in order to achieve a specific
target bitrate for the entire video sequence. The round function
performs rounding to the closest integer. The quantizer scale g,
has the same value for all DCT coefficients of a 8 x 8 block.
Similarly, the inverse mapping from quantized ccefficients to

DCT values is given by
where the | -] operator denotes downward truncation.

The guant and quant™ ! functions in the above equations cor-
respond to MPEG-1 quantization. MPEG-2 quantization is per-
formed in the same way but the value 8 of the denominator is
changed to 16 in both equations (3) and (4). Obviously, all analy-
sis in the ensuing sections applies (with trivial and obvious alter-
ations) to both MPEG-1 and MPEG-2 videos.

Using (2) and (3), the quantized watermarked coefficients are

8X'{m,n)

found by:
2:Q (m, n)) -

8X(m,n) SC’(m,n)M(m,n)W(m,n)) )
q:Q (m,n) 2:Q (m,n}

The decimal part of both fractions of equation (5} is uniformly
distributed in [0,1). In the frequent case where

quant [z(m,n)] = round ( €)]

:c(m, n)q-SQ (m7 n)

s @

quant ™ [z(m,n)] = [

quant [X'(m,n)] = round (

= round (

8C (m, n) M (m, n)W (m, n)
qa@Q (m,n)
as is easily seen, there is a 50% probability that the second term

of (5), which contains the watermark, vanishes altogether and the
right-hand part of {5) simply yields

<1 ®)

8X(m,n) , 8C(m,n)M(m,n)W (m,n)\ _
round (q,Q(m, ) 0Q (m, n) ) =
_ 8X (m,n)
= round (QSQ (m, n))

which is identical to the quantized value as if no watermark had
been embedded. Therefore, it is clear that if (6) is valid the em-
bedded watermark may be entirely eliminated by the quantization
process. More generally, it is clear that the damage to the wa-
termark may be very severe, and that potentially, the watermark
detection process may become unreliable.

Thus, in order to avoid reduced detection performance due
to MPEG quantizaticn, the second optien will henceforth be em-
ployed where the watermark is embedded in the quantized DCT
coefficients. Since the MPEG coding algorithm performs ne other



lossy operation after quantization (see Fig. 3), any information
embedded as in Fig. 3 does not run the risk of being eliminated
by the subsequent processing. Thus, the watermark exists intact in
the quantized coefficients when the detection process is carried out
and the quantized DCT coefficients X {m, n) are watermarked in
the following way (see Fig. 1)

Xgo(m,n) = Xq(m,n) + C(m, n)Mq(m, )W (m,n) (7)

where Mg (m, n) is calculated by

Mg (m,n) = guant [M(m, n)] = round (Sj‘é((:ﬂn, :3) )

lossy operations

Fig. 3. MPEG encoding operations.

Whenever the value of M (m, n) is non-zero but the value of
Mg (m, n) becomes equal to zero due to the quantization, in or-
der to increase the number of watermarked coefficients, we set
Mg{m,n) = 1 and the watermark coefficient W (m, n) is em-
bedded with its initial strength, which is equal to 1. In such a
case, the corresponding watermark strength in the DCT domain
ends up being higher than the strength allowed by the perceptual
model. However, our experiments have shown that this medifica-
tion is rare enough so as not (o degrade the visual quality of the
watermarked video frames. Fig. 4 depicts a frame from the video
sequence fable tennis and the corvesponding watermarked frame.

(@) (b)

Fig. 4. (a) Original frame from the video sequence table tennis,
(b) Watermarked frame.

Depending on the sign of the watermark coefficient W (m, n)
and on the values of the perceptual and block classification masks,
the absolute value of Xg (1, n) in equation (7) may be increased,
decreased or may remain unchanged: in relation to | Xg{(m, n)|.
Due to the monatonicity of MPEG codebooks, when | X5 (m, n)| >
|Xq(m, n)| the codeword used for Xg(m, n) contains more bits
than the corresponding codeword for Xg(m, n), and the oppo-
site is true when |Xg{m,n)| < |Xg(m,n}|. Since the water-
mark sequence has zerc mean, the number of the cases where
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| X6 (m, n)| > | Xq(m, n}| is expected to roughiy equal the num-
ber of the cases where the inverse inequality holds. Therefore, the
MPEG bitstream length is nat expected to be significantly altered.
Experiments with watermarking of various MPEG-2 bitstreams re-
sulted in bitstreams slightly larger (0-2%} than the original. The
appearance of such slightly larger bitstreams is related to the run-
level based variable length coding of MPEG {5] and the way it is
affected by the watermarking process.

As mentioned above, when the leve! (i.e. the absolute value)
of a quantized DCT coefficient is increased by the addition of the
watermark, existing codewords of the bitstream are replaced by
longer codewords. On the other hand, when the level of a quan-
tized coefficient is decreased, there is a possibility that the coef-
ficient may be set to zero. This results in the elimination of the
codeword corresponding to the zeroed coefficient from the bit-
stream and in an increase of the run (the number of zero coeffi-
cients preceding a non-zero coefficient, in the scan order) for the
next coded coefficient, which leads in a longer codeword. There-
fore, it is reasonable to assume that decreases of the level that do
not result in setting a coefficient to zero are generally compen-
sated by increases of the level in other coefficients. For the cases
where quantized DCT coefficients are set to zero, the effect on the
bitstream length is undefined and this may lead to leaving some
increases of the level uncompensated. However, the coefficients
that are set to zero due to the watermark embedding are very few
because block classification and perceptual analysis generally do
not permit small coefficients to be watermarked or to be assigned
a large watermark value, This explains the slight increase in the
bitstream length that was observed.

In order to ensure that the length of the watermarked bitsiream
will remain smaller than or equal to the original bitstream, the co-
efficients that increase the bitstream length may be left unwater-
marked. This will, however, reduce the robustness of the detection
scheme because the watermark can be inserted and therefore de-
tected in fewer coefficients. For this reason, such a modification
was avoided in our embedding scheme.

3. DETECTION

The detection can be formulated as the following hypothesis test:
Hp: the video sequence is not watermarked
H,: the video sequence is watermarked

In order to determine which of the above hypotheses is true,
a correlation-based detection scheme as in [9] is applied. Variable
length deceding is first performed to obtain the quantized DCT co-
efficients of intra frames. Then, inverse quantization provides the
DCT coefficients for each block. The block classification and per-
ceptual analysis procedures are performed as described in Section
2 in order to define the set { X'} of the N DCT coefficients that are
expected to be watermarked with the sequence W.

Each coefficient in the set {X} is multiplied by the corre-
sponding watermark coefficient of the correlating watermark se-
quence W{m,n) producing the data set {Xu-}. The statistical
characteristics (mean and variance) of the data set { Xw } are cal-
culated as follows

L N-1
mean = E{Xw} = N ZXW([) 9
1=0



N-1
variance = E {{Xw — mean)’} = % Z:(XW(l)—memz)2
1=0

(10)
Finally, the statistical correlation metric ¢ for each frame is
calculated as

oo Mean- vN an
Vwvariance
The correlation metric ¢ is compared to the threshold ¢, which
is an adaptive threshold calculated for each frame of the video se-
quence as in [9]. If the correlation metric ¢ exceeds the threshold
T... the examined frame is considered watermarked.

4. EXPERIMENTAL RESULTS

A software simulation of the proposed embedding algorithm was
implemented and executed using a Pentium III (800 MHz) pro-
cessor. All experiments were conducted using the standard video-
only sequence fable tennis (PAL resolution, 8 Mbit/sec, 15sec, 375
frames, 32 [-frames). The total execution time of the embedding
and detection scheme is 72% and 23% of the real-time duration of
the video sequence respectively, thus allowing the incorporation of
the detector in real-time decoders/players.

Two correlation metric curves and the threshold curve for 32
I-frames of the MPEG-2 sequence fable tennis are shown in Fig.
5. The upper correlation metric curve corresponds to the detector
output when detection is performed using the copyright owner’s
watermark W, while the lower curve shows the correlation metric
for the watermarked videosequence when a random watermark se-
quence W' is used for the detection. As seen, using the proposed
watermarking system, the actual copyright owner can be clearly
identified since watermarks provided by others that claim copy-
right ownership do not correlate with the content.

Correlation metric curves

—cwithW
e g with W
240 .. Threshold T=

Coralation metric ¢

5 10 15 20 25 30
{ Frame number

Fig. 5. Detector output for 32 I-{rames of the table rennis MPEG-2
stream when the owner’s watermark W and a random watermark
sequence W is used for the detection.

The robustness of the embedded watermark in the case of com-
mon video processing attacks was also tested. Table 1 shows the
correlator output for the 15th I-frame of the table tennis video se-
quence when the owner’s watermark W and a false watermark W'
is used.
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[ Attack [ W [ W | Threshold ]
I Original - No attack 1211 [ -078 10.1
Blurring 67.7 | -0.64 37.8
20% Clipping 712 | 003 | 280
Transcoding to 4 Mbit/sec { 75.3 | -0.36 33.5

Table 1. Correlator output results for watermark detection on the
15th I-frame (frame 168) of the MPEG-2 tabie tennis sequence.

5. CONCLUSION

A novel and robust way for embedding watermarks in MPEG mul-
tiplexed streams was presented. The proposed scheme operates di-
rectly in the compressed domain and is able to embed copyright
information without causing noticeable degradation to the guality
of the video. Due to its speed, the resulting system is suitable for
real-time content authentication applications. Experimental eval-
uation showed that the proposed watermarking scheme is able to
withstand a variety of aitacks.
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